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KEY FINDINGS

n A broad characterization of novel risks is presented, and environmental, social, and 
governance (ESG) risk, climate change risk, cybersecurity risk, and geopolitical risk 
specifically are defined.

n An overview of the recent academic literature suggests that there are parallels among 
these novel risks in terms of measurement challenges and disclosure regulations.

n Measures based on novel applications of text and news analytics are identified as proxies 
for novel risks as investigated in the recent academic literature.

ABSTRACT

In a broad sense, novel risks arise from environmental-, governance-, healthcare-, social 
responsibility–, sustainability-, and technology-related shortcomings of or challenges faced 
by firms, as well as the uncertainty caused by potential domestic and global regulatory policy 
responses. Recent academic literature suggests that there are parallels among environmen-
tal, social, and governance (ESG) risk, climate change risk, cybersecurity risk, and geopo-
litical risk in terms of measurement challenges, including but not limited to emerging data 
and measurement methods; the similarities in terms of their insufficient, noncomparable, 
less-specific, and non–decision-useful disclosures; and the potential interaction between 
these risks. Establishment of consistent disclosure policy and reporting requirements as 
well as improvement in measuring the impact of these novel risks on asset prices, volatility, 
and global financial stability is at the forefront of contemporary financial economics and 
portfolio management.
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Numerous terms entered the risk taxonomy during the last decade. Within the 
context of the financial services industry, these new or emerging risks have 
been referred to as nonfinancial risks. According to a global advisory firm, this 

“is a broad term that is usually defined by exclusion, that is, any risks other than the 
traditional financial risks of market, credit, and liquidity.” For example, in a declaration 
of the nonfinancial performance section of its recent regulatory filing, a major global 
bank lists, among others, the following nonfinancial factors: climate risk, cybersecurity 
risk, and geopolitical risk. Although some novel risks may be labeled as nonfinancial, 
their impact needs to be measured financially. The recent global pandemic highlights 
the challenges in identifying emerging risks and measuring their impact on asset 
prices and volatility.
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